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Abstract—We present an efficient hardware implementation of ! i
the AES (Advanced Encryption Standard) algorithm, with key - .
expansion capability. Instead of the widely used table-lookup im- 01
plementation of S-box, the proposed basis transformation tech-  wwnarapn—f J !
nique reduces the hardware overhead of the S-box by 64% andis """ 7| . .
easily pipelined to achieve high throughput rate. Using a typical liELs — o El.g ' e
0.25um CMOS technology, the throughput rate is 2977 Ghps for HOLE 5; ' i i
128-bit keys, 2.510 Gbps for 192-bit keys, and 2.169 Gbps for 256- " | T-L i e ;
bit keys with a 250MHz clock. Testability of the design is also Con gt mw:mr | e
gidlered. ‘The area of the core circuit is about 1,279 x 1,27 1gm=, e ] , i i
: £ '

I. INTRODUCTION

The large and growing number of Internet and wircless com-
munication users has led to an increasing demand of security
measures and devices for protecting the user data transmit-
ted over the insecure media. The symmetric-key cryptography

such as DES and AES [1], is one of the major components i
in a robust security system. Unlike the public-key cryptog-

raphy, the symmetric-key cryptography uses an identical key
between the sender and receiver, both to encrypt the message
text and decrypt the cipher text. The characteristic of the high
speed computing makes it more suitable for the encryption and
decryption of a large amount of data. The AES algorithm,
which was announced by the National Institute of Standards
and Technology (NIST) of the United States, has been widely
accepted for replacing DES as the new symmelric encryption
algorithm.

The AES encryption is considered to be efficient both for
hardware and software implementations. Some works have
been presented on hardware implementations of the AES al-
gorithm using FPGA [2] and ASIC [3]. Most of them used
the ROM/R AM-based look-up table (LUT) to implement the
S-box operation in the AES algorithm. It is cost-effective for
SRAM-based FPGAs, but may not be a good choice for ASIC
implementation. In this work, we present a more efficient hard-
ware design for the AES algorithm [4]. The S-box is imple-
mented using a basis transformation in the finite ficld, resulting
in 2 much more cost-cffective hardware than previous works.
Furthermore, design-for-testability has been considered. With
a 649 area reduction in S-box and about 50% total area re-
duction as compared with the best previous result, the speed
also is enhanced. Using the TSMC 0.25um CMOS technol-
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Fig. 1. (a) The block diagram of our AES design. and (b} the architecture of
the encryplion/decryption datapath [4].

oay, a 250MHz clock is easily achieved, and the throughput
rate is 2.977 Gbps for 128-bit keys, 2.510 Gbps for 192-bit
keys, and 2.169Gbps for 256-bit keys. The overall core size is
1,279 x 1,27 Lum®.

IT. HARDWARE IMPLEMENTATION

Figure 1(a) shows the block diagram of our AES chip and
the architceture of our cost-effect enfdecryption datapath [4].
The Main Controller generates control signals for data trans-
portation, key expansion, encryption, and decryption. The ini-
tial key is gathered in the slices of word via the AMBA /O In-
terface initially. The Key Controller then executes the key ex-
pansion routine. It controls the datapath to generate all the nec-
essary round keys and stores them in four 32 32-bit SRAM
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Fig. 2. Die plhoto of our AES chip.

maodules that will be retrieved during the encryption or decryp-
tion phase. Once the round keys are ready, the En/Decryption
Controfler will take over the control and perform the encryp-
tion or decryption whenever a new 128-bit data block is ready
from the /O Interface. The AES round function will then be
applied for 10, 12, or 14 iterations depending on the key size.
Finally, the processed data will be exported through /O inter-
face.

Figure 1(b) depicts a 4-stage pipeline architecture of the
AES datapath. The first three stages implement the pro-
posed SubBytes() architecture, while the last one implements
ShiftRows(), MixColumns(} and AddRoundKey(). By choos-
ing proper basis transformation, the area of S5-box can be
greatly reduced and the circuit is casily pipelined. DFT is also
considered in our work. Four scan chains are implemented in
our controllers. The fault coverage is 97.1% with 89 test pat-
terns. Memaory blocks are directly multiplexed out in the test
mode. Due to the regular structure of our S-boxes, a BIST cir-
cuit is implemented to apply pseudo-exhaustive patierns. The
fault coverage is about 99.8% reported by a commercial fault
simulator with 512 test patterns (the 8-bit exhaustive patierns
are applied twice to cover the faults in the multiplexers).

I11. EXPERIMENTAL RESULTS

Our design has been implemented on an Altera EP20K
FPGA as well as an ASIC. Figure 2 shows the die photo of
our AES chip with an area of 1,279 x 1,27 lum?* (about 63.4K
gates) using the TSMC 0.25pm CMOS technelogy by cell-
based design flow. Although the packaged chip has a lim-
ited clock rate due to external loading, post-layout simulation
showed that the circuit can function correctly at 250MHz for
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Fig. 3. The encryption waveform at 250MHz with a post-layout simulation,

TABLE I
TEST CHIF CHARACTERIZATION,

Technology TSMC 0.250m CMOS
Packape | 2COQFP
Core S1ze 1,279 = 1,27 IJ.r.lrrJ
Gate Count 63408
Wax. Freg. X50MHz
Throughput 2977 Ghps (128-bit key)

2.510 Ghbps (196-bit key)
2,169 Gbps (256-bit key)

the typical case (see Fig. 3), achieving over 2 Gbps throughput.
Some important facts of the chip are listed in Table L.

IV, CONCLUSIONS

We have presented a high throughput, area efficient imple-
mentation of the AES algorithm. The complexity of the S-box
is greatly reduced by a basis transformation from GF (2%) 10
GF(2*). There is a 64% area reduction in S-box and about
50 total area reduction as compared with the previous LUT
approaches, The pipelined AES chip provides a very high
throughput while keeping the area small. In addition, our de-
sign can also perform key expansion on-line. With the standard
on-chip bus interface, the AES cipher can be plugged into the
system chip easily. Finally, testability has been stressed in the
proposcd design.
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